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Abstract

Network graphs are used to represent large amounts of data in a variety of fields.
The ability to detect anomalies in network graphs has previous research in the
Oddball algorithm paper. This poster extends the previously conducted research to
study whether the power law observations have a correlation over a time series
data-set. The benefit of this would be the ability to quickly assess network
connections over real time for anomalous behavior. The findings of this research
indicate that the previously observed power law relationships hold over time but
have no correlation and cannot be used to improve accuracy. The MapReduce
algorithm was implemented to simulate real-time server wide analysis and to
handle the large amount of data and calculations needed for feature extraction.

Purpose

This work extends the previous works of weighted graph anomaly detection via
the Oddball algorithm [1] by implementing it within a MapReduce framework
and utilizing time series data. The implementation of the time series method was
tested with real-world data sets and analyzed for consistency and accuracy of
anomaly detection. The main result we wanted to produce was higher accuracy,
faster runtimes, and better classification rates.

Method

All programs are compiled utilizing Python 2 [8]. Running the program requires
providing two separate files. The first file is the input file which consist of a text
file containing four columns as generated through the preprocessing step. (See
figure below). The second file is the list of anomalous records which is a copy of
the anomalous labeled csv file available from MAWILab [2]. Using a similar
method as the Oddball algorithm, an outlier score is generated for each node.
This outlier score is determined by two separate variables. The first, is the
distance of the data point from the line of best fit and is calculated using the
euclidean distance formula. The second is determined using the Local Outlier
Factor algorithm which generates a score based on the relative density of a point
[3]. The sum of these two scores after they are normalized by dividing by their

Results

Each grouping is placed on a plot as a box and whisker graph. A general trend line
is constructed to test if there is a correlation between power law coefficients
that can be used to more accurately determine anomalous behavior. Figure
below shows the graph generated from the MAWILab data-set. The full labeled
data-set is then compared to the known addresses involved with anomalous
behavior to analyze for classification and f-score accuracy. These values are
determined as:
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Conclusions and Future Work

What the results of this study indicate is a reaffirmation that the ego-net features
can be used to accurately classify nodes in a graph. The results also indicate that
although the power law holds for a real graph even when broken down into
multiple sub-graphs, there is no correlation between the power law exponent from
one graph to the other. These results are validated with multiple tests at various
polynomial degrees to assure the linear regression mapping wasn't polluting the
findings. The f-score is the measurement that determines the algorithm'’s ability to
recognize a distinct node as anomalous or not so the lack of significant change
indicates that the algorithm did not increase in accuracy. The increase in
classification score was due to the trend line comparison reducing the amount of
false positives. The reason this didn't increase the f-score was because it also
reduced the amount of true-positives the algorithm found. The general trend line
merely truncated the list of detected nodes and didn't have an affect on predictive
outcome.

max value is equal to the outlier score for that node.
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import netwvorkx as nx
inport numpy.linalg
class extraction(MAJob):
INFUT_FROTUCOL = protocol.BtylesValueFfrotocol

der mapper(selr, _, 1ine):
C - nx fz-:;x._:‘uu: ::u':',_'::_.t_::-l'_'. ine)
for node 1in G.nodes():
sub_graph = nx.ego_graph(C, node, undirected-True)
data = json_graplh.cytoscape_data(sub_graph)

yield node, data

def reducer(self, node, data):

L = nx_laplacian_natrix{epgo)
@ = numpy.linalg.eigvalsh(L.A)
features.append (nax{(a))

vield node, features
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Global vs Contextual Outliers
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The dotted red line represents the 4th degree polynomial trend line that is
used to differentiate global and contextual outliers. All outliers marked with
a black cross are labeled as suspicious and all suspicious marks that fall
above the red line are labeled as anomalous.
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